-- extracted fromrfc2863.txt
-- at Tue Cct 31 15:10:19 2000

IF-M B DEFINITIONS ::= BEG N

| MPORTS

MODULE- | DENTI TY,
OBJECT- TYPE,
Count er 32
Gauge32,
Count er 64,
I nt eger 32,
Ti meTi cks,
m b- 2,
NOTI FI CATI ON- TYPE
FROM SNWVPv2- SM
TEXTUAL- CONVENTI ON,
Di spl ayString,
PhysAddr ess,
Trut hval ue,
RowSt at us,
Ti meSt anp,
Aut ononousType,
Test Andl ncr
FROM SNWVPv2- TC
MODUL E- COVPLI ANCE,
OBJECT- GROUP,
NOTI FI CATI ON- GROUP
FROM SNWVPv2- CONF
snnpTr aps
FROM SNVPv2- M B
I ANAI f Type
FROM | ANAI f Type- M B;

i fM B MODULE-| DENTI TY

-- 1.3.

LAST- UPDATED "200006140000Z" -- Jun 14, 2000 12:00: 00 AM
ORGANI ZATION "I ETF Interfaces M B Wrking G oup"
CONTACT- | NFO

"Keith Mcd oghrie

Ci sco Systens, Inc.

170 West Tasnman Drive

San Jose, CA 95134-1706

us

408- 526- 5260
kzm&i sco. cont
DESCRI PTI ON
"The M B nodul e to describe generic objects for network
interface sub-layers. This MB is an updated version of

MB-11"s ifTable, and incorporates the extensions defined in
RFC 1229."

REVI SI ON "200006140000Z" -- Jun 14, 2000 12:00: 00 AM

DESCRI PTI ON

"Clarifications agreed upon by the Interfaces MB W5 and
publ i shed as RFC 2863."

REVI SI ON "1996022821552" -- Feb 28, 1996 9:55:00 PM
DESCRI PTI ON
"Revi sions made by the Interfaces MB W5 and published in
RFC 2233."
REVI SI ON "1993110821552" -- Nov 8, 1993 9:55:00 PM
DESCRI PTI ON
“Initial revision, published as part of RFC 1573."
6.1.2.1.31 -- ::={ mb-2 31}

i fM BCbj ects OBJECT | DENTI FI ER

-- 1.3.

IF-M B

6.1.2.1.31.1 -- ::={ ifMB 1}
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i nterfaces OBJECT | DENTI FI ER

1.3.6.1.2.1.2 -- ::={ mb-2 2}

-- Textual Conventions

-- OmerString has the sanme senantics as used in RFC 1271

Owner String ::= TEXTUAL- CONVENTI ON

DI SPLAY- HI NT " 255a"

STATUS depr ecat ed

DESCRI PTI ON
"This data type is used to nodel an administratively
assigned nane of the owner of a resource. This infornmation
is taken fromthe NVT ASCI| character set. It is suggested
that this name contain one or nore of the follow ng: ASCl
form of the manager station's transport address, managenent
station name (e.g., domain nanme), network managenent

personnel's name, |ocation, or phone nunber. |In sone cases
the agent itself will be the owner of an entry. In these
cases, this string shall be set to a string starting with
'agent'."

SYNTAX OCTET STRING (SIZE (0..255))

-- Interfacel ndex contains the semantics of iflndex and shoul d be used

-- for any objects defined in other M B nodul es that need these senmanti cs.
I nterfacel ndex ::= TEXTUAL- CONVENTI ON
DI SPLAY- HI NT "d"
STATUS current
DESCRI PTI ON
"A uni que value, greater than zero, for each interface or
interface sub-layer in the managed system It is
reconmended that val ues are assigned contiguously starting
from1l. The value for each interface sub-layer nust remain
constant at least fromone re-initialization of the entity's
networ k managenment systemto the next re-initialization."
SYNTAX I nteger32 (1..2147483647)
I nterfacel ndexOr Zero ::= TEXTUAL- CONVENTI ON
DI SPLAY- HI NT "d"
STATUS current
DESCRI PTI ON
"This textual convention is an extension of the
I nterfacel ndex convention. The latter defines a greater
than zero value used to identify an interface or interface
sub-layer in the nanaged system This extension pernmits the
additional value of zero. the value zero is object-specific
and nust therefore be defined as part of the description of
any object which uses this syntax. Exanples of the usage of
zero mght include situations where interface was unknown,
or when none or all interfaces need to be referenced."
SYNTAX I nteger32 (0..2147483647)
i f Number OBJECT- TYPE
SYNTAX I nt eger 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The nunber of network interfaces (regardless of their
current state) present on this system"”
--1.3.6.1.2.1.2.1 -- ::={ interfaces 1}
i f Tabl eLast Change OBJECT- TYPE
SYNTAX Ti meTi cks
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The val ue of sysUpTinme at the tinme of the |ast creation or
deletion of an entry in the ifTable. If the nunber of

IF-M B

Page 2 of 28



entries has been unchanged since the | ast
net wor k managenent subsystem

of the | oca

re-initialization
then this object

contains a zero value."

--1.3.6.1.2.1.31.1.5 -- ::={
-- the Interfaces table

ifMBObjects 5 }

-- The Interfaces table contains information on the entity's

-- interfaces. Each sub-1layer

bel ow t he i nternetwork-I|ayer

-- of a network interface is considered to be an interface.

i f Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF | fEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Alist of interface entries.

gi ven by the val ue of
interfaces 2 }

--1.3.6.1.2.1.2.2 -- ::=/{

i fEntry OBJECT- TYPE
SYNTAX IfEntry
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON

"An entry containi ng managenent

The nunber of entries is

i f Number."

particul ar interface."
| NDEX {
i f1ndex
}

--1.3.6.1.2.1.2.2.1 -- =::={ ifTable 1}

I fEntry ::= SEQUENCE ({
i f1ndex I nt er f acel ndex,
i f Descr Di splayString,
i f Type | ANAI f Type,
ifMu I nt eger 32,
i f Speed Gauge32,
i f PhysAddr ess PhysAddr ess,
i f Adm nSt at us | NTEGER,
i f Oper St at us | NTEGER
i f Last Change Ti meTi cks,
iflnCctets Count er 32
i fl nUcast Pkts Count er 32,
i fI nNUcast Pkts Count er 32,
i f1nDi scards Count er 32,
iflnErrors Count er 32,
i f1 nUnknownPr ot os Count er 32
i fQutCctets Count er 32
i f Qut Ucast Pkt's Count er 32,
i f Qut NUcast Pkt s Count er 32,
i f Qut Di scards Count er 32
i fQutErrors Count er 32
i fQut QLen Gauge32,
i fSpecific OBJECT | DENTI FI ER

i f1 ndex OBJECT- TYPE

SYNTAX I nt er facel ndex
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"A uni que val ue,

greater

than zero, for each interface. It

is reconmended that values are assigned contiguously

starting from 1.
must

initialization."
--1.3.6.1.2.1.2.2.1.1 -- ::={

IF-M B

remai n constant at
the entity's network managenent systemto the next

The val ue for each interface sub-1ayer
| east fromone re-initialization of
re-

ifEntry 1}

i nformati on applicable to a
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i f Descr OBJECT- TYPE

SYNTAX Di splayString (SIZE (0..255))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"A textual string containing information about the
interface. This string should include the nane of the
manuf acturer, the product nane and the version of the
i nterface hardware/software."

--1.3.6.1.2.1.2.2.1.2 -- ::={ ifEntry 2}
i f Type OBJECT- TYPE

SYNTAX | ANAI f Type

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The type of interface. Additional values for ifType are
assigned by the Internet Assigned Numbers Authority (1ANA),
t hrough updating the syntax of the | ANA f Type textua
convention."

--1.3.6.1.2.1.2.2.1.3 -- =::={ ifEntry 3}
ifMu OBJECT-TYPE

SYNTAX I nt eger 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The size of the largest packet which can be sent/received
on the interface, specified in octets. For interfaces that
are used for transmtting network datagrans, this is the
size of the |largest network datagramthat can be sent on the
interface."

--1.3.6.1.2.1.2.2.1.4 -- ::={ ifEntry 4}

i f Speed OBJECT- TYPE
SYNTAX Gauge32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"An estimate of the interface's current bandwidth in bits
per second. For interfaces which do not vary in bandw dth
or for those where no accurate estimation can be nmade, this
obj ect should contain the nom nal bandwi dth. [If the
bandwi dth of the interface is greater than the nmaxi mum val ue
reportable by this object then this object should report its
maxi mum val ue (4,294,967, 295) and ifH ghSpeed nust be used
to report the interace's speed. For a sub-layer which has
no concept of bandwi dth, this object should be zero."
--1.3.6.1.2.1.2.2.1.5 -- ::={ ifEntry 5}

i f PhysAddress OBJECT- TYPE

SYNTAX PhysAddr ess

VAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The interface's address at its protocol sub-layer. For
exanple, for an 802.x interface, this object normally
contains a MAC address. The interface's nedi a-specific MB
nmust define the bit and byte ordering and the format of the
val ue of this object. For interfaces which do not have such

an address (e.g., a serial line), this object should contain
an octet string of zero length."
--1.3.6.1.2.1.2.2.1.6 -- =::={ ifEntry 6}
i f Adm nSt at us OBJECT- TYPE
SYNTAX | NTEGER {
up( 1), -- ready to pass packets
down( 2),
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testing(3) -- in sonme test node

MAX- ACCESS read-wite

STATUS current
DESCRI PTI ON
"The desired state of the interface. The testing(3) state
i ndi cates that no operational packets can be passed. Wen a
managed systeminitializes, all interfaces start with
i fAdmi nStatus in the down(2) state. As a result of either
explicit managenent action or per configuration information
retai ned by the managed system ifAdm nStatus is then
changed to either the up(l) or testing(3) states (or remains
in the down(2) state).”
1.3.6.1.2.1.2.2.1.7 -- ::={ ifEntry 7}
i f Oper St at us OBJECT- TYPE
SYNTAX | NTEGER {
up( 1), -- ready to pass packets
down( 2),
testing(3), -- in sone test node
unknown( 4), -- status can not be determ ned
-- for sonme reason.
dor mant (5),
not Present ( 6), -- sone conponent is mssing
| ower Layer Down( 7) -- down due to state of

-- lower-layer interface(s)

}
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The current operational state of the interface. The
testing(3) state indicates that no operational packets can
be passed. If ifAdnmi nStatus is down(2) then ifQperStatus
shoul d be down(2). |If ifAdm nStatus is changed to up(1l)
then ifQperStatus should change to up(l) if the interface is
ready to transmt and receive network traffic; it should
change to dormant (5) if the interface is waiting for
external actions (such as a serial line waiting for an
i ncom ng connection); it should remain in the down(2) state
if and only if there is a fault that prevents it from going
to the up(l) state; it should remain in the notPresent(6)
state if the interface has missing (typically, hardware)
conponents. "

1.3.6.1.2.1.2.2.1.8 -- ::={ ifEntry 8}
i f Last Change OBJECT- TYPE

SYNTAX Ti meTi cks

VAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The val ue of sysUpTinme at the time the interface entered
its current operational state. |If the current state was
entered prior to the last re-initialization of the |oca
net wor k managenent subsystem then this object contains a
zero value.”

1.3.6.1.2.1.2.2.1.9 -- ::={ ifEntry 9}
iflnCctets OBJECT- TYPE

SYNTAX Count er 32

VAX- ACCESS read-only

STATUS current

DESCRI PTI ON

IF-M B

"The total nunber of octets received on the interface,
i ncl udi ng fram ng characters.

Di scontinuities in the value of this counter can occur at
re-initialization of the managenment system and at other
times as indicated by the val ue of

i f CounterDi scontinuityTine."
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1.3.6.1.2.1.2.2.1.10 -- ::={ ifEntry 10 }

i fl nUcast Pkt s OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The nunber of packets, delivered by this sub-layer to a
hi gher (sub-)layer, which were not addressed to a multicast
or broadcast address at this sub-Ilayer.
Di scontinuities in the value of this counter can occur at
re-initialization of the managenment system and at other
times as indicated by the val ue of
i f CounterDi scontinuityTine."

1.3.6.1.2.1.2.2.1.11 -- ::={ ifEntry 11 }

i f1 nNUcast Pkt s OBJECT- TYPE

SYNTAX

Count er 32

MAX- ACCESS read-only

STATUS depr ecat ed
DESCRI PTI ON
"The nunber of packets, delivered by this sub-layer to a
hi gher (sub-)Ilayer, which were addressed to a multicast or
broadcast address at this sub-I|ayer.
Di scontinuities in the value of this counter can occur at
re-initialization of the managenent system and at ot her
times as indicated by the val ue of
i f Count er Di sconti nui tyTi me.
This object is deprecated in favour of iflnMilticastPkts and
i f1 nBroadcast Pkts."
1.3.6.1.2.1.2.2.1.12 -- ::={ ifEntry 12 }
i f1nDi scards OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The nunber of inbound packets which were chosen to be
di scarded even though no errors had been detected to prevent
their being deliverable to a higher-layer protocol. One
possi bl e reason for discarding such a packet could be to
free up buffer space.
Di scontinuities in the value of this counter can occur at
re-initialization of the managenent system and at ot her
times as indicated by the val ue of
i fCounterDi scontinuityTine."
1.3.6.1.2.1.2.2.1.13 -- =::={ ifentry 13}
i fInErrors OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"For packet-oriented interfaces, the nunber of inbound
packets that contained errors preventing themfrom being
deliverable to a higher-layer protocol. For character-
oriented or fixed-length interfaces, the nunber of inbound
transm ssion units that contained errors preventing them
from being deliverable to a higher-layer protocol
Di scontinuities in the value of this counter can occur at
re-initialization of the managenent system and at ot her
times as indicated by the val ue of
i fCounterDi scontinuityTine."
1.3.6.1.2.1.2.2.1.14 -- ::={ ifEntry 14 }

IF-M B
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i f1 nUnknownPr ot os OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"For packet-oriented interfaces, the nunber of packets
received via the interface which were discarded because of
an unknown or unsupported protocol. For character-oriented
or fixed-length interfaces that support protoco

mul ti pl exi ng the nunber of transmission units received via
the interface which were di scarded because of an unknown or
unsupported protocol. For any interface that does not
support protocol multiplexing, this counter will always be

Di scontinuities in the value of this counter can occur at
re-initialization of the managenent system and at ot her
times as indicated by the val ue of

i fCounterDi scontinuityTine."

1.3.6.1.2.1.2.2.1.15 -- ::={ ifentry 15}
i fQut Cctets OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of octets transmitted out of the
interface, including fram ng characters.

Di scontinuities in the value of this counter can occur at
re-initialization of the managenment system and at other
tinmes as indicated by the val ue of

i f CounterDi scontinuityTine."

1.3.6.1.2.1.2.2.1.16 -- ::={ ifEntry 16 }

i fQut Ucast Pkts OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The total number of packets that higher-Ilevel protocols
requested be transmtted, and which were not addressed to a
mul ti cast or broadcast address at this sub-layer, including
those that were discarded or not sent.

Di scontinuities in the value of this counter can occur at
re-initialization of the managenent system and at ot her
times as indicated by the val ue of

i fCounterDi scontinuityTine."

1.3.6.1.2.1.2.2.1.17 -- ::={ ifEntry 17 }

i f Qut NUcast Pkts OBJECT- TYPE

IF-M B

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS depr ecat ed

DESCRI PTI ON
"The total nunber of packets that higher-Ilevel protocols
requested be transnmitted, and which were addressed to a
mul ticast or broadcast address at this sub-layer, including
those that were discarded or not sent.

Discontinuities in the value of this counter can occur at
re-initialization of the managenent system and at ot her
times as indicated by the val ue of

i f Count er Di sconti nui tyTi me.

This object is deprecated in favour of ifQutMilticastPkts
and i f Qut Broadcast Pkts. "
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1.3.6.1.2.1.2.2.1.18 -- ::={ ifEntry 18 }

i f Qut Di scards OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of outbound packets which were chosen to be

di scarded even though no errors had been detected to prevent
their being transnitted. One possible reason for discarding
such a packet could be to free up buffer space.

Di scontinuities in the value of this counter can occur at
re-initialization of the managenment system and at other
tinmes as indicated by the val ue of

i f CounterDi scontinuityTine."

1.3.6.1.2.1.2.2.1.19 -- =::={ ifEntry 19 }
i fQut Errors OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"For packet-oriented interfaces, the nunmber of outbound
packets that could not be transmtted because of errors.
For character-oriented or fixed-length interfaces, the
nunber of outbound transm ssion units that could not be
transmitted because of errors.

Di scontinuities in the value of this counter can occur at
re-initialization of the managenment system and at other
times as indicated by the val ue of

i f CounterDi scontinuityTine."

1.3.6.1.2.1.2.2.1.20 -- ::={ ifEntry 20 }
i f Qut Qen OBJECT- TYPE

SYNTAX Gauge32

MAX- ACCESS read-only

STATUS depr ecat ed

DESCRI PTI ON
"The I ength of the output packet queue (in packets)."

1.3.6.1.2.1.2.2.1.21 -- ::={ ifEntry 21}
i f Speci fic OBJECT- TYPE

SYNTAX OBJECT | DENTI FI ER

MAX- ACCESS read-only

STATUS depr ecat ed

DESCRI PTI ON
"Areference to MB definitions specific to the particular
medi a being used to realize the interface. It is
recommended that this value point to an instance of a MB
object in the nedia-specific MB, i.e., that this object
have the semantics associated with the |nstancePointer
textual convention defined in RFC 2579. 1In fact, it is
recommended that the nedi a-specific MB specify what val ue
i f Specific should/can take for values of ifType. If no MB

definitions specific to the particular nedia are avail abl e,
the val ue should be set to the OBJECT IDENTIFIER { 0 O }."

1.3.6.1.2.1.2.2.1.22 -- =::={ ifEntry 22 }

Extension to the interface table

-- This table replaces the ifExtnsTable table.

i f XTabl e OBJECT- TYPE

IF-M B

SYNTAX SEQUENCE OF | f XEntry
MAX- ACCESS not - accessi bl e
STATUS current
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DESCRI PTI ON
"Alist of interface e
gi ven by the val ue of
addi ti onal objects for

--1.3.6.1.2.1.31.1.1 -- ::={

i fXEntry OBJECT-TYPE
SYNTAX | f XEntry
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON

"An entry containing a

applicable to a partic
AUGVENTS {

ifEntry

}
1.3.6.1.2.1.31.1. 1.1 --

..:{

| fXEntry ::= SEQUENCE ({
i f Nane
i flnwulticastPkts
i f1nBroadcast Pkts
i fQutMulticastPkts
i f Qut Br oadcast Pkts
i fHCl nCctets
i f HCI nUcast Pkt s
i fHCI nMul ti cast Pkts
i f HCI nBr oadcast Pkt s
i f HCQut Cctets
i f HCQut Ucast Pkt s
i f HCOut Mul ti cast Pkts
i f HCQut Br oadcast Pkt s
i fLi nkUpDownTr apEnabl e
i f H ghSpeed
i f Prom scuousMode
i f Connect or Present
ifAlias
i f CounterDi scontinuity

i f Name OBJECT- TYPE

SYNTAX Di splayString
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The textual nanme of t
obj ect should be the n
the |l ocal device and s
entered at the device'
nane, such as “|e0" or
dependi ng on the inter
several entries in the
interface as naned by

same val ue of ifNane.

to SNMP queries concer
(proxied) device, then
interface is the prox

If there is no local n
applicable, then this
1.3.6.1.2.1.31.1.1.1.1 --

i flnMulticastPkts OBJECT- TYPE

SYNTAX Count er 32
VAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of packets
IF-MB

ntries. The nunmber of entries is
i fNunmber. This table contains
the interface table."

ifMBObjects 1}

ddi ti onal i nf ormati on

ul ar

managenent
interface."

i fXTable 1 }

Di splayString,
Count er 32
Count er 32
Count er 32
Count er 32
Count er 64,
Count er 64,
Count er 64,
Count er 64,
Count er 64,
Count er 64,
Count er 64,
Count er 64,
| NTEGER
Gauge32,
Tr ut hVal ue,
Tr ut hval ue,
Di splayString,
Time Ti meStanp

he interface. The value of this

ame of the interface as assigned by
houl d be suitable for use in conmands
s “console'. This mght be a text

a sinple port nunmber, such as "1',
face nam ng syntax of the device. |If
i f Tabl e together represent a single
t he device, then each will have the
Not e that for an agent which responds
ning an interface on sone other

the value of ifNane for such an

ed device's local nane for it.

ame, or this object is otherw se not
obj ect contains a zero-length string.”

{ ifXeEntry 1}

, delivered by this sub-layer to a
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hi gher (sub-)layer, which were addressed to a nulticast
address at this sub-layer. For a MAC | ayer protocol

i ncl udes both Group and Functi onal addresses.

Di scontinuities in the value of this counter can occur
re-initialization of the managenent system and at ot her

times as indicated by the val ue of
i fCounterDi scontinuityTine."

--1.3.6.1.2.1.31.1.1.1.2 -- ::={ ifXEntry 2}
i fI nBroadcast Pkt s OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The nunber of packets, delivered by this sub-layer to a
hi gher (sub-)layer, which were addressed to a broadcast

address at this sub-Iayer.

Di scontinuities in the value of this counter can occur
re-initialization of the managenent system and at ot her

times as indicated by the val ue of
i f CounterDi scontinuityTine."

--1.3.6.1.2.1.31.1.1.1.3 -- ::={ ifXEntry 3}
i fQut Mul ti cast Pkts OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The total nunber of packets that higher-I|eve

i ncl udes both Group and Functi onal addresses.

Di scontinuities in the value of this counter can occur
re-initialization of the managenment system and at other

tinmes as indicated by the val ue of
i f CounterDi scontinuityTine."

--1.3.6.1.2.1.31.1.1.1.4 -- ::={ ifXEntry 4}
i f Qut Broadcast Pkt s OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The total nunmber of packets that higher-I|eve

wer e di scarded or not sent.

Di scontinuities in the value of this counter can occur
re-initialization of the managenent system and at ot her

times as indicated by the val ue of
i fCounterDi scontinuityTine."
--1.3.6.1.2.1.31.1.1.1.5 -- ::={ ifXentry 5}

-- H gh Capacity Counter objects. These objects are al

-- 64 bit versions of the "basic" ifTable counters. These
-- objects all have the sane basic semantics as their 32-bit
-- counterparts, however, their syntax has been extended

-- to 64 bits.

i f HCl nCct et s OBJECT- TYPE

SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current

IF-M B

prot ocol s
requested be transmtted, and which were addressed to a
nmul ticast address at this sub-layer, including those that
were di scarded or not sent. For a MAC | ayer protocol

pr ot ocol s
requested be transmtted, and which were addressed to a
broadcast address at this sub-layer, including those that
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DESCRI PTI ON
"The total nunmber of octets received on the interface,
i ncluding fram ng characters. This object is a 64-bit
version of iflnCctets.

Di scontinuities in the value of this counter can occur at
re-initialization of the managenment system and at other
times as indicated by the val ue of

i f CounterDi scontinuityTine."

1.3.6.1.2.1.31.1.1.1.6 -- ::={ ifXentry 6 }
i f HCl nUcast Pkt s OBJECT- TYPE
SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of packets, delivered by this sub-layer to a

hi gher (sub-)Ilayer, which were not addressed to a multicast
or broadcast address at this sub-layer. This object is a
64-bit version of iflnUcastPkts.

Di scontinuities in the value of this counter can occur at
re-initialization of the managenent system and at other
times as indicated by the val ue of

i fCounterDi scontinuityTine."

1.3.6.1.2.1.31.1.1.1.7 -- ::={ ifXentry 7}
i f HCI nMul ti cast Pkt s OBJECT- TYPE
SYNTAX Count er 64
VAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of packets, delivered by this sub-layer to a
hi gher (sub-)layer, which were addressed to a multicast
address at this sub-layer. For a MAC |ayer protocol, this
i ncl udes both Group and Functional addresses. This object
is a 64-bit version of iflnMilticastPkts.

Discontinuities in the value of this counter can occur at
re-initialization of the managenent system and at ot her
times as indicated by the val ue of

i f Count er Di scontinuityTime."

1.3.6.1.2.1.31.1.1.1.8 -- ::={ ifXEntry 8}
i f HCI nBr oadcast Pkt s OBJECT- TYPE
SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of packets, delivered by this sub-layer to a

hi gher (sub-)layer, which were addressed to a broadcast
address at this sub-layer. This object is a 64-bit version
of iflnBroadcastPkts.

Di scontinuities in the value of this counter can occur at
re-initialization of the managenment system and at other
tinmes as indicated by the val ue of

i f CounterDi scontinuityTine."

1.3.6.1.2.1.31.1.1.1.9 -- ::={ ifXeEntry 9 }
i f HCQut Cct et s OBJECT- TYPE
SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

IF-M B

"The total nunber of octets transmtted out of the
interface, including fram ng characters. This object is a
64-bit version of ifQutCctets.
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Di scontinuities in the value of this counter can occur at
re-initialization of the managenment system and at other
tinmes as indicated by the val ue of

i f CounterDi scontinuityTine."

1.3.6.1.2.1.31.1.1.1.10 -- ::={ ifXeEntry 10 }
i f HCQut Ucast Pkt s OBJECT- TYPE
SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total number of packets that higher-Ilevel protocols
requested be transmtted, and which were not addressed to a
mul ti cast or broadcast address at this sub-layer, including
those that were discarded or not sent. This object is a
64-bit version of ifQutUcastPkts.

Di scontinuities in the value of this counter can occur at
re-initialization of the managenment system and at other
times as indicated by the val ue of

i f CounterDi scontinuityTine."

1.3.6.1.2.1.31.1.1.1.11 -- ::={ ifXentry 11 }
i f HCQut Mul ti cast Pkt s OBJECT- TYPE
SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunmber of packets that higher-Ilevel protocols
requested be transmtted, and which were addressed to a
mul ti cast address at this sub-layer, including those that
were di scarded or not sent. For a MAC | ayer protocol, this
i ncl udes both Group and Functional addresses. This object
is a 64-bit version of ifQutMilticastPkts.

Di scontinuities in the value of this counter can occur at
re-initialization of the managenment system and at other
times as indicated by the val ue of

i f CounterDi scontinuityTine."

1.3.6.1.2.1.31.1.1.1.12 -- ::={ ifXeEntry 12 }
i f HCQut Br oadcast Pkt s OBJECT- TYPE
SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunmber of packets that higher-Ilevel protocols
requested be transnmtted, and which were addressed to a
broadcast address at this sub-layer, including those that
were di scarded or not sent. This object is a 64-bit version
of ifQut Broadcast Pkt s.

Di scontinuities in the value of this counter can occur at
re-initialization of the managenent system and at ot her
times as indicated by the val ue of

i fCounterDi scontinuityTine."

1.3.6.1.2.1.31.1.1.1.13 -- ::={ ifXentry 13 }

i fLi nkUpDownTr apEnabl e OBJECT- TYPE

IF-M B

SYNTAX | NTEGER {
enabl ed(1),
di sabl ed(2) }
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON
"I ndi cat es whether |inkUp/linkDown traps should be generated
for this interface.

By default, this object should have the value enabl ed(1) for
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-- 1.3.

i nterfaces which do not operate on 'top' of any other
interface (as defined in the ifStackTable), and di sabl ed(2)
ot herw se. "

6.1.2.1.31.1.1.1.14 -- ::={ ifXentry 14 }

i f H ghSpeed OBJECT- TYPE

-- 1.3.

SYNTAX Gauge32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"An estimate of the interface's current bandwidth in units
of 1,000,000 bits per second. |If this object reports a
value of "n' then the speed of the interface is sonewhere in
the range of “n-500,000" to "n+499,999'. For interfaces
whi ch do not vary in bandwi dth or for those where no
accurate estimation can be nmade, this object should contain
t he nom nal bandwi dth. For a sub-layer which has no concept
of bandwi dth, this object should be zero."

6.1.2.1.31.1.1.1.15 -- ::={ ifXeEntry 15 }
i f Prom scuousMbde OBJECT- TYPE

SYNTAX Tr ut hVal ue

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON

-- 1.3.

"This object has a value of false(2) if this interface only
accepts packets/frames that are addressed to this station
This object has a value of true(l) when the station accepts
all packets/franes transnitted on the nedia. The value
true(l) is only legal on certain types of nedia. |If |egal
setting this object to a value of true(l) may require the
interface to be reset before becom ng effective.

The val ue of ifProm scuousMbde does not affect the reception
of broadcast and nulticast packets/franes by the interface."

6.1.2.1.31.1.1.1.16 -- ::={ ifXEntry 16 }
i f Connect or Present OBJECT- TYPE

SYNTAX Tr ut hval ue

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

-- 1.3.

ifAlias

IF-M B

"This object has the value "true(l)' if the interface
subl ayer has a physical connector and the value 'false(2)
ot herw se. "

6.1.2.1.31.1.1.1.17 -- =::={ ifXeEntry 17 }

OBJECT- TYPE

SYNTAX Di splayString (SIZE (0..64))

MAX- ACCESS read-write

STATUS current

DESCRI PTI ON
"This object is an "alias' nanme for the interface as
specified by a network manager, and provides a non-vol atile
"handl e’ for the interface.

On the first instantiation of an interface, the val ue of
ifAlias associated with that interface is the zero-length
string. As and when a value is witten into an instance of
ifAlias through a network managenment set operation, then the
agent nust retain the supplied value in the ifAlias instance
associated with the sane interface for as | ong as that
interface remains instantiated, including across all re-
initializations/reboots of the network nanagenent system

i ncl udi ng those which result in a change of the interface's
i flndex val ue.

An exanpl e of the value which a network manager m ght store
in this object for a WAN interface is the (Telco's) circuit
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nunber/identifier of the interface.

Sone agents nay support wite-access only for interfaces
havi ng particul ar values of ifType. An agent which supports
wite access to this object is required to keep the value in
non-vol atile storage, but it may limt the length of new

val ues dependi ng on how rmuch storage is already occupi ed by
the current values for other interfaces.”

1.3.6.1.2.1.31.1.1.1.18 -- ::={ ifXentry 18 }
i f Count erDi scontinuityTi ne OBJECT- TYPE
SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The val ue of sysUpTinme on the npbst recent occasion at which
any one or nore of this interface's counters suffered a
di scontinuity. The relevant counters are the specific
i nstances associated with this interface of any Counter32 or
Counter64 object contained in the ifTable or ifXTable. If
no such discontinuities have occurred since the last re-
initialization of the |ocal nanagenent subsystem then this
obj ect contains a zero value."
1.3.6.1.2.1.31.1.1.2.19 -- ::={ ifXEntry 19 }

The Interface Stack G oup

-- Inplenentation of this group is optional, but strongly reconmended
or all systens

- f

i f StackTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF | fStackEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The table containing information on the rel ationshi ps
between the nmultiple sub-layers of network interfaces. In
particular, it contains informati on on which sub-layers run
"on top of" which other sub-layers, where each sub-I|ayer
corresponds to a conceptual rowin the ifTable. For
exanpl e, when the sub-layer with iflndex value x runs over
the sub-layer with iflndex value y, then this table
cont ai ns:
i fStackStatus. x.y=active
For each iflndex value, |, which identifies an active
interface, there are always at least two instantiated rows
in this table associated with I. For one of these rows, |
is the value of ifStackH gherlLayer; for the other, | is the
val ue of ifStackLowerLayer. (If I is not involved in
mul ti pl exi ng, then these are the only two rows associ ated
with I.)
For exanple, two rows exist even for an interface which has
no others stacked on top or belowit:
i f StackSt atus. 0. x=active
i fStackStatus. x. O=active"
1.3.6.1.2.1.31.1.2 -- ::={ ifMBObjects 2 }

i fStackEntry OBJECT- TYPE

IF-M B

SYNTAX

| fStackEntry

MAX- ACCESS not -accessi bl e

STATUS

current

DESCRI PTI ON

"Information on a particular relationship between two sub-
| ayers, specifying that one sub-layer runs on '"top' of the
ot her sub-layer. Each sub-layer corresponds to a conceptua
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rowin the ifTable."

I NDEX {
i f StackH gherLayer,
i f StackLower Layer
}
--1.3.6.1.2.1.31.1.2.1 -- ::={ ifStackTable 1}
| fStackEntry ::= SEQUENCE {

i f StackHi gherLayer |nterfacel ndexOr Zer o,
i f StackLower Layer | nterfacel ndexOr Zer o,

i f StackSt atus RowSt at us
}
i f StackH gher Layer OBJECT- TYPE
SYNTAX I nterfacel ndexOr Zer o
VAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The value of iflndex corresponding to the higher
of the relationship, i.e., the sub-layer which runs on 'top'
of the sub-layer identified by the correspondi ng i nstance of
i fStackLower Layer. |If there is no higher sub-layer
the internetwork | ayer), then this object
--1.3.6.1.2.1.31.1.2.1.1 -- =::={ ifStackEntry 1 }
i f StackLower Layer OBJECT- TYPE
SYNTAX I nterfacel ndexOr Zer o
VAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The value of iflndex corresponding to the | ower
of the relationship, i.e., the sub-layer which runs 'bel ow
the sub-layer identified by the correspondi ng i nstance of
i f StackHi gherLayer. |If there is no |ower sub-Ilayer,
this object has the value 0."
--1.3.6.1.2.1.31.1.2.1.2 -- ::={ ifStackEntry 2 }
i fStackSt atus OBJECT- TYPE
SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The status of the relationship between two sub-I|ayers.

Changi ng the value of this object from'active
"notlnService' or 'destroy' wll
and down the interface stack
object is likely to be inappropriate for sone types of
interfaces, and many inplenentati ons wl |
support wite-access for any type of

--1.3.6.1.2.1.31.1.2.1.3 -- ::={ ifStackEntry 3}
i f St ackLast Change OBJECT- TYPE

SYNTAX Ti meTi cks

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The val ue of sysUpTinme at the tine of the |ast change of
A change of the interface
del et i on,

the (whole) interface stack

stack is defined to be any creation
val ue of any instance of ifStackStatus.
stack has been unchanged since the | ast
the | ocal network managenent subsystem

contains a zero value."

-~ 1.3.6.1.2.1.31.1.6 -- ::={ ifMBObjects 6 }

- - Ceneri ¢ Recei ve Address Tabl e

-- This group of objects is mandatory for al
IF-MB

types of

sub-1 ayer

has the value 0."

sub-1 ayer

i kely have consequences up
Thus, write access to this

choose not to
interface."

change in
If the interface

re-initialization of

then this object
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-- interfaces which can receive packets/franes addressed to
-- nore than one address.

-- This table replaces the ifExtnsRcvAddr table. The main
-- difference is that this table makes use of the RowStatus
-- textual convention, while ifExtnsRcvAddr di d not.

i f RevAddr essTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF | f RcvAddressEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"This table contains an entry for each address (broadcast,
mul ti cast, or uni-cast) for which the systemw |l receive

packets/franmes on a particular interface, except as foll ows:

- for an interface operating in pronm scuous node, entries
are only required for those addresses for which the system
woul d receive franes were it not operating in prom scuous
node.

- for 802.5 functional addresses, only one entry is
required, for the address which has the functional address
bit ANDed with the bit mask of all functional addresses for
which the interface will accept frames.

A systemis norrmally able to use any unicast address which
corresponds to an entry in this table as a source address."

--1.3.6.1.2.1.31.1.4 -- ::={ ifMBObjects 4 }
i f RcvAddressEntry OBJECT- TYPE
SYNTAX | f RevAddr essEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Alist of objects identifying an address for which the
systemw || accept packets/franmes on the particul ar
interface identified by the index value iflndex."
I NDEX {
i f1ndex,
i f RevAddr essAddr ess
}
--1.3.6.1.2.1.31.1.4.1 -- ::={ ifRcvAddressTable 1 }
| f RevAddressEntry :: = SEQUENCE {

i f RevAddr essAddr ess PhysAddr ess,
i f RcvAddressSt at us  RowSt at us,
i f RcvAddr essType | NTEGER

i f RevAddr essAddr ess OBJECT- TYPE
SYNTAX PhysAddr ess
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON
"An address for which the systemw ||l accept packets/franes
on this entry's interface."

--1.3.6.1.2.1.31.1.4.1.1 -- ::={ ifRcvAddressEntry 1 }
i f RevAddr essSt at us OBJECT- TYPE

SYNTAX RowsSt at us

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"This object is used to create and delete rows in the
i f RcvAddressTabl e. "
--1.3.6.1.2.1.31.1.4.1.2 -- ::={ ifRcvAddressEntry 2 }

i f RevAddr essType OBJECT- TYPE
IF-MB
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SYNTAX | NTEGER {
ot her (1),
vol atile(2),
nonVol atile(3) }
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This object has the value nonVolatile(3) for those entries
in the table which are valid and will not be deleted by the
next restart of the nmanaged system Entries having the

val ue volatile(2) are valid and exist, but have not

saved, so that will not exist after the next restart of the
managed system Entries having the value other(1) are valid
and exist but are not classified as to whether they wll

continue to exist after the next restart."
DEFVAL { volatile }
--1.3.6.1.2.1.31.1.4.1.3 -- ::={ ifRcvAddressEntry 3 }
-- definition of interface-related traps.

['i nkDown NOTI FI CATI ON- TYPE

OBJECTS {

i flndex,

i f Adm nSt at us,

i f Oper St at us
STATUS current
DESCRI PTI ON

"AlinkDown trap signifies that the SNWP entity, acting in
an agent role, has detected that the ifQperStatus object for
one of its comunication links is about to enter the down
state from sonme other state (but not fromthe notPresent
state). This other state is indicated by the included val ue

of ifQperStatus."”

-- 1.3.6.1.6.3.1.1.5.3 -- ::={ snnpTraps 3 }
['i nkUp NOTI FI CATI ON- TYPE
OBJECTS {
i flndex,

i f Adm nSt at us,
i f Oper St at us

}
STATUS current
DESCRI PTI ON

"AlinkUp trap signifies that the SNMP entity, acting in an
agent role, has detected that the ifQperStatus object for
one of its comunication links |left the down state and

transitioned into some other state (but not into the

not Present state). This other state is indicated by the

i ncl uded val ue of ifQOperStatus.”
--1.3.6.1.6.3.1.1.5.4 -- ::={ snnpTraps 4 }
-- confornmance infornmation

i f Conf ormance OBJECT | DENTI FI ER
--1.3.6.1.2.1.31.2 -- ::={ifMB 2}

i f G oups OBJECT | DENTI FI ER
--1.3.6.1.2.1.31.2.1 -- ::={ ifConformance 1 }

i f Conpl i ances OBJECT | DENTI FI ER
--1.3.6.1.2.1.31.2.2 -- ::={ ifConformance 2 }
-- conpliance statenents

i f Compl i ance3 MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON

"The conpliance statenment for SNVP entities which have

network interfaces."”
MODULE
MANDATORY- GROUPS {

IF-M B
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IF-M B

i f General | nformati onGroup,
I i nkUpDownNot i fi cati onsG oup

}
VARI ATl ON i f Fi xedLengt hGr oup
DESCRI PTI ON
"This group is mandatory for those network interfaces which
are character-oriented or transmt data in fixed-length
transm ssion units, and for which the value of the
correspondi ng i nstance of ifSpeed is |less than or equal to
20, 000, 000 bits/second."
VARI ATI ON i f HCFi xedLengt hGr oup
DESCRI PTI ON
"This group is mandatory for those network interfaces which
are character-oriented or transmt data in fixed-Iength
transm ssion units, and for which the value of the
correspondi ng instance of ifSpeed is greater than 20,000, 000
bi ts/second. "
VARI ATl ON i f Packet Group
DESCRI PTI ON
"This group is mandatory for those network interfaces which
are packet-oriented, and for which the value of the
correspondi ng i nstance of ifSpeed is less than or equal to
20, 000, 000 bits/second."
VARI ATl ON i f HCPacket Gr oup
DESCRI PTI ON
"This group is mandatory only for those network interfaces
whi ch are packet-oriented and for which the value of the
correspondi ng instance of ifSpeed is greater than 20,000, 000
bits/second but |ess than or equal to 650, 000, 000
bits/second. "
VARl ATl ON i f VHCPacket Gr oup
DESCRI PTI ON
“"This group is nmandatory only for those network interfaces
whi ch are packet-oriented and for which the value of the
correspondi ng instance of ifSpeed is greater than
650, 000, 000 bits/second."
VARl ATl ON i f Count er Di sconti nuityG oup
DESCRI PTI ON
"This group is mandatory for those network interfaces that
are required to maintain counters (i.e., those for which one
of the ifFixedLengt hG oup, ifHCFi xedLengt hG oup,
i f Packet Group, ifHCPacket Group, or ifVHCPacket Group is

mandat ory) . "
VARl ATl ON i f RcvAddr essG oup
DESCRI PTI ON

"The applicability of this group MJST be defined by the
nedi a-specific MBs. Media-specific MBs nust define the
exact meani ng, use, and semantics of the addresses in this

group. "
OBJECT i fLi nkUpDownTr apEnabl e
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.”
OBJECT i f Prom scuoushbde
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required."
OBJECT i f Adm nSt at us
SYNTAX | NTEGER {
down(2) }
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required, nor is support for the value
testing(3)."
OBJECT ifAlias
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
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1.3.6.1.2.1.31.2.2.3 -- ::={ ifConpliances 3 }
-- units of confornmance

i fGeneral | nformati onG oup OBJECT- GROUP
OBJECTS {

}
STATUS

i fl ndex,

i f Descr,

i f Type,

i f Speed,

i f PhysAddress,

i f Adm nSt at us,

i f Oper St at us,

i f Last Change,

i fLi nkUpDownTr apEnabl e,
i f Connect or Present,
i f H ghSpeed,

i f Nane,

i f Number,

ifAlIas,

i f Tabl eLast Change

current

DESCRI PTI ON

"“A collection of objects providing information applicable to
all network interfaces."”

1.3.6.1.2.1.31.2.1.10 -- ::={ ifGoups 10 }
-- the following five groups are nutually exclusive; at nost
-- one of these groups is inplenmented for any interface

i f Fi xedLengt hG oup OBJECT- GROUP

OBJECTS {
i flnCctets,
i fQut Cctets,
i fI nUnknownPr ot os,
iflnErrors,
ifQutErrors

}

STATUS current

DESCRI PTI ON

"A collection of objects providing information specific to
non- hi gh speed (non-high speed interfaces transnt and

recei ve at speeds |less than or equal to 20, 000, 000
bits/second) character-oriented or fixed-length-transm ssion
network interfaces."

1.3.6.1.2.1.31.2.1.2 -- ::={ ifGoups 2}
i f HCFi xedLengt hGr oup OBJECT- GROUP
OBJECTS {
i f HCl nCct et s,
i f HCQut Cct et s,
i flnCctets,
i fQutCctets,
i f1 nUnknownPr ot os,
iflnErrors,
ifQutErrors
}
STATUS current
DESCRI PTI ON

"A collection of objects providing information specific to
hi gh speed (greater than 20,000,000 bits/second) character-
oriented or fixed-length-transm ssion network interfaces.™

1.3.6.1.2.1.31.2.1.3 -- ::={ ifGoups 3}

i f Packet Group OBJECT- GROUP
OBJECTS {

IF-M B

i flnCctets,

i fQutCctets,

i f1 nUnknownPr ot os,
i flnErrors,
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ifQutErrors,

i fMu,

i fl nUcast Pkt s,

i flnMulticastPkts,
i f1 nBroadcast Pkt s,
i fI nDi scards,

i f Qut Ucast Pkt s,

i fQut Mul ti cast Pkts,
i f Qut Broadcast Pkt s,
i f Qut Di scards,

i f Prom scuousMode

}

STATUS current

DESCRI PTI ON
"A collection of objects providing information specific to
non- hi gh speed (non-hi gh speed interfaces transmt and
recei ve at speeds less than or equal to 20,000, 000
bi t s/ second) packet-oriented network interfaces."

1.3.6.1.2.1.31.2.1.4 -- ::={ ifGoups 4}

i f HCPacket Gr oup OBJECT- GROUP

OBJECTS {
i f HCI nCct et s,
i f HCQut Cct et s,
i flnCctets,
i fQut Cctets,
i f1 nUnknownPr ot os,
iflnErrors,
ifQutErrors,
i fMu,
i fl nUcast Pkt s,
i flnwulticastPkts,
i f1nBroadcast Pkt s,
i fInDi scards,
i f Qut Ucast Pkt s,
i fQut Mul ticast Pkts,
i f Qut Br oadcast Pkt s,
i f Qut Di scards,
i f Prom scuoushbde

}

STATUS current

DESCRI PTI ON
"A collection of objects providing information specific to
hi gh speed (greater than 20, 000,000 bits/second but |ess
than or equal to 650, 000,000 bits/second) packet-oriented
network interfaces."

1.3.6.1.2.1.31.2.1.5 -- =::={ ifGoups 5}

i f VHCPacket Group OBJECT- GROUP

IF-M B

OBJECTS {
i f HCl nUcast Pkt s,
i fHCl nMul ti cast Pkt s,
i f HCI nBr oadcast Pkt s,
i f HCQut Ucast Pkt s,
i f HCOut Mul ti cast Pkt s,
i f HCQut Br oadcast Pkt s,
i f HCI nCct et s,
i f HCQut Cct et s,
i flnCctets,
i fQutCctets,
i fI nUnknownPr ot os,
i flnErrors,
i fQutErrors,
i fMu,
i fl nUcast Pkt s,
i flnMul ticastPkts,
i fI nBroadcast Pkt s,
i f1nDi scards,
i f Qut Ucast Pkt s,
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i fQut Mul ticast Pkts,
i f Qut Br oadcast Pkt s,
i f Qut Di scards,

i f Prom scuoushbde

}
STATUS current
DESCRI PTI ON
"A collection of objects providing informati on specific to
hi gher speed (greater than 650,000,000 bits/second) packet-
oriented network interfaces."
--1.3.6.1.2.1.31.2.1.6 -- ::={ ifGoups 6 }

i f RevAddr essGroup OBJECT- GROUP
OBJECTS {
i f RcvAddr essSt at us,
i f RevAddr essType

}
STATUS current
DESCRI PTI ON
"A collection of objects providing information on the
nmul ti pl e addresses which an interface receives."
--1.3.6.1.2.1.31.2.1.7 -- ::={ ifGoups 7}

i f StackG oup2 OBJECT- GROUP
OBJECTS {
i f StackSt at us,
i f St ackLast Change

}
STATUS current
DESCRI PTI ON
"A collection of objects providing information on the
| ayering of MB-11 interfaces.”
--1.3.6.1.2.1.31.2.1.11 -- ::={ ifGoups 11}

i f Count er Di sconti nui tyG oup OBJECT- GROUP
OBJECTS {
i f Count er Di sconti nuityTi me

}
STATUS current
DESCRI PTI ON
"A collection of objects providing information specific to
interface counter discontinuities."
--1.3.6.1.2.1.31.2.1.13 -- ::={ ifGoups 13}

I i nkUpDownNot i fi cati onsG oup NOTI FI CATI ON- GROUP
NOTI FI CATI ONS {

['i nkUp,

| i nkDown
}
STATUS current
DESCRI PTI ON

"The notifications which indicate specific changes in the
val ue of ifQperStatus.™

--1.3.6.1.2.1.31.2.1.14 -- ::={ ifGoups 14 }

-- Deprecated Definitions - Qbjects

- - The Interface Test Table

-- This group of objects is optional. However, a nedia-specific
-- M B may nmake inplenmentation of this group mandatory.

-- This table replaces the ifExtnsTest Tabl e

i f Test Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF | fTestEntry
MAX- ACCESS not - accessi bl e

STATUS depr ecat ed

DESCRI PTI ON
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"This table contains one entry per interface. It defines
obj ects which allow a network nanager to instruct an agent
to test an interface for various faults. Tests for an
interface are defined in the nedia-specific MB for that
interface. After invoking a test, the object ifTestResult
can be read to deternmine the outcone. |f an agent can not
performthe test, ifTestResult is set to so indicate. The
obj ect ifTestCode can be used to provide further test-
specific or interface-specific (or even enterprise-specific)
i nformati on concerning the outcone of the test. Only one
test can be in progress on each interface at any one tine.
If one test is in progress when another test is invoked, the
second test is rejected. Some agents may reject a test when
a prior test is active on another interface.

Before starting a test, a nanager-station nust first obtain
"ownership' of the entry in the ifTestTable for the
interface to be tested. This is acconmplished with the
ifTestld and ifTestStatus objects as foll ows:

try_again:
get (ifTestld, ifTestStatus)
while (ifTestStatus != notlnUse)
/*
* Loop while a test is running or sone other
* manager is configuring a test.
*/
short del ay
get (ifTestld, ifTestStatus)

/*
* |s not being used right now -- let's conpete
* to see who gets it.
*/
| ock_value = ifTestld
if ( set(ifTestld = lock value, ifTestStatus = inUse,
i f TestOwmer = 'ny-1P-address') == FAI LURE)
/*
* Anot her manager got the ifTestEntry -- go
* try again
*/
goto try_again;
/*
* | have the | ock
*/
set up any test paraneters.
/*
* This starts the test
*/

set (i fTest Type = test_to_run);
wait for test conpletion by polling ifTestResult

when test conpletes, agent sets ifTestResult
agent also sets ifTestStatus = 'notlnUse'

retrieve any additional test results, and ifTestld
if (ifTestld == lock value+l) results are valid

A manager station first retrieves the value of the
appropriate ifTestld and ifTestStatus objects, periodically
repeating the retrieval if necessary, until the val ue of
ifTestStatus is '"notlnUse'. The manager station then tries
to set the sanme ifTestld object to the value it just
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retrieved, the sanme ifTestStatus object to 'inUse', and the
correspondi ng i f Test Omer object to a value indicating
itself. |If the set operation succeeds then the nmanager has
obt ai ned ownership of the ifTestEntry, and the value of the
ifTestld object is incremented by the agent (per the
semantics of TestAndlncr). Failure of the set operation

i ndi cates that sonme other manager has obtai ned ownership of
the ifTestEntry.

Once ownership is obtained, any test paraneters can be
setup, and then the test is initiated by setting ifTest Type.
On completion of the test, the agent sets ifTestStatus to
"notlnUse'. Once this occurs, the manager can retrieve the
results. In the (rare) event that the invocation of tests
by two network nanagers were to overlap, then there would be
a possibility that the first test's results mght be
overwitten by the second test's results prior to the first
results being read. This unlikely circunstance can be
detected by a network nmanager retrieving ifTestld at the
sane tinme as retrieving the test results, and ensuring that
the results are for the desired request.

If ifTestType is not set within an abnormally |ong period of
time after ownership is obtained, the agent should tine-out
t he manager, and reset the value of the ifTestStatus object
back to "notlnUse'. It is suggested that this tine-out
peri od be 5 m nutes.

In general, a managenent station nust not retransnmt a
request to invoke a test for which it does not receive a
response; instead, it properly inspects an agent's MB to
determne if the invocation was successful. Only if the
i nvocati on was unsuccessful, is the invocation request
retransmtted.

Sone tests may require the interface to be taken off-line in
order to execute them or may even require the agent to
reboot after conpletion of the test. In these

ci rcunst ances, communi cation with the nanagenent station

i nvoki ng the test nay be lost until after conpletion of the
test. An agent is not required to support such tests.
However, if such tests are supported, then the agent should
make every effort to transmt a response to the request

whi ch invoked the test prior to | osing comunication. Wen
the agent is restored to normal service, the results of the
test are properly nade avail able in the appropriate objects.
Note that this requires that the iflndex val ue assigned to
an interface must be unchanged even if the test causes a
reboot. An agent nust reject any test for which it cannot,
per haps due to resource constraints, nmake avail able at | east
the m ni mum anount of information after that test

conpl etes. ™
--1.3.6.1.2.1.31.1.3 -- ::={ ifMBMjects 3}
i f TestEntry OBJECT- TYPE
SYNTAX | fTestEntry
MAX- ACCESS not - accessi bl e
STATUS depr ecat ed
DESCRI PTI ON
"An entry containing objects for invoking tests on an
interface.”
AUGMVENTS {
ifEntry
}
--1.3.6.1.2.1.31.1.3.1 -- ::={ ifTestTable 1 }
| f TestEntry ::= SEQUENCE ({
ifTestld Test Andl ncr,

i f Test Status | NTEGER,
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i f Test Type  AutononousType,

i f Test Result | NTEGER

i f Test Code  OBJECT | DENTI FI ER
i f TestOmner OmnerString

i fTestld OBJECT-TYPE
SYNTAX Test Andl ncr
MAX- ACCESS read-wite
STATUS depr ecat ed
DESCRI PTI ON
"This object identifies the current invocation of the
interface's test."

-- 1.3.6.1.2.1.31.1.3.1.1 -- =::={ ifTestEntry 1}
i f Test Status OBJECT- TYPE
SYNTAX | NTEGER {
not I nUse( 1),
i nUse(2) }
MAX- ACCESS read-wite
STATUS depr ecat ed
DESCRI PTI ON

"Thi s object indicates whether or not some manager currently
has the necessary 'ownership' required to invoke a test on
this interface. A wite to this object is only successfu
when it changes its value from'notlnUse(l)' to 'inUse(2)".
After conpletion of a test, the agent resets the val ue back
to 'notlnUse(1)"."

--1.3.6.1.2.1.31.1.3.1.2 -- ::={ ifTestEntry 2 }
i f Test Type OBJECT- TYPE

SYNTAX Aut ononousType

VAX- ACCESS read-wite

STATUS depr ecat ed

DESCRI PTI ON

"A control variable used to start and stop operator-
initiated interface tests. Mst OBJECT | DENTI FI ER val ues
assigned to tests are defined el sewhere, in association with
specific types of interface. However, this docunent assigns
a value for a full-duplex | oopback test, and defines the
speci al nmeani ngs of the subject identifier

noTest OBJECT IDENTIFIER ::={ 0 0 }

When the val ue noTest is witten to this object, no action
is taken unless a test is in progress, in which case the
test is aborted. Witing any other value to this object is
only valid when no test is currently in progress, in which
case the indicated test is initiated.

When read, this object always returns the nobst recent val ue
that ifTestType was set to. |If it has not been set since
the last initialization of the network managenent subsystem
on the agent, a value of noTest is returned."”

--1.3.6.1.2.1.31.1.3.1.3 -- ::={ ifTestEntry 3}
i f Test Result OBJECT- TYPE
SYNTAX | NTEGER {
none( 1), -- no test yet requested
success(?2),
i nProgress(3),
not Supported(4),
unAbl eToRun( 5), -- due to state of system
aborted(6),
failed(7) }
MAX- ACCESS read-only
STATUS depr ecat ed
DESCRI PTI ON
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"This object contains the result of the nobst recently
requested test, or the value none(l) if no tests have been
requested since the last reset. Note that this facility
provi des no provision for saving the results of one test
when starting another, as could be required if used by
mul ti pl e managers concurrently.”

--1.3.6.1.2.1.31.1.3.1.4 -- ::={ ifTestEntry 4 }
i f Test Code OBJECT- TYPE

SYNTAX OBJECT | DENTI FI ER

MAX- ACCESS read-only

STATUS depr ecat ed

DESCRI PTI ON

"This object contains a code which contains nore specific
information on the test result, for exanple an error-code
after a failed test. Error codes and other values this

obj ect may take are specific to the type of interface and/or
test. The value may have the senantics of either the

Aut ononpusType or |nstancePointer textual conventions as
defined in RFC 2579. The identifier:

t est CodeUnknown OBJECT IDENTIFIER ::={ 0 0 }
is defined for use if no additional result code is
avail able."

--1.3.6.1.2.1.31.1.3.1.5 -- ::={ ifTestEntry 5}
i f Test Omer OBJECT- TYPE

SYNTAX Onner String

MAX- ACCESS read-wite

STATUS depr ecat ed

DESCRI PTI ON

"The entity which currently has the 'ownership' required to
invoke a test on this interface."

-- 1.3.6.1.2.1.31.1.3.1.6 -- ::={ ifTestEntry 6 }

-- Deprecated Definitions - G oups

i f General Goup OBJECT- GROUP
OBJECTS {
i fDescr,
i f Type,
i f Speed,
i f PhysAddress,
i f Adm nSt at us,
i f Oper St at us,
i f Last Change,
i fLi nkUpDownTr apEnabl e,
i f Connect or Present,

i f H ghSpeed,

i f Nane
}
STATUS depr ecat ed
DESCRI PTI ON

"A collection of objects deprecated in favour of
i fGeneral I nformati onG oup. "

--1.3.6.1.2.1.31.2.1.1 -- ::={ ifGoups 1}
i f Test Group OBJECT- GROUP
OBJECTS {
i fTestld,
i f Test St at us,
i f Test Type,
i f TestResul t,
i f Test Code,
i f Test Owner
}
STATUS depr ecat ed
DESCRI PTI ON

"A collection of objects providing the ability to invoke
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tests on an interface."
--1.3.6.1.2.1.31.2.1.8 -- ::={ ifGoups 8}

i fStackG oup OBJECT- GROUP
OBJECTS {
i f StackSt at us

}
STATUS depr ecat ed
DESCRI PTI ON
"The previous collection of objects providing information on
the layering of MB-II interfaces."
--1.3.6.1.2.1.31.2.1.9 -- ::={ ifGoups 9}

i fA doj ect sGoup OBJECT- GROUP
OBJECTS {
i f1 nNUcast Pkt s,
i f Qut NUcast Pkt s,

i fQut QLen,

i fSpecific
}
STATUS depr ecat ed
DESCRI PTI ON

"The collection of objects deprecated fromthe original M B-
Il interfaces group.”

--1.3.6.1.2.1.31.2.1.12 -- ::={ ifGoups 12}

-- Deprecated Definitions - Conpliance

i f Conmpl i ance MODULE- COVPLI ANCE
STATUS depr ecat ed
DESCRI PTI ON
"A conpliance statenment defined in a previous version of
this MB nodule, for SNMP entities which have network
i nterfaces."
MODULE
MANDATORY- GROUPS {
i f Gener al G oup,
i f StackG oup

}
VARI ATl ON i f Fi xedLengt hGr oup
DESCRI PTI ON
"This group is nmandatory for all network interfaces which
are character-oriented or transnmt data in fixed-Iength
transm ssion units."”
VARl ATl ON i f HCFi xedLengt hG  oup
DESCRI PTI ON
"This group is mandatory only for those network interfaces
whi ch are character-oriented or transnt data in fixed-
l ength transm ssion units, and for which the value of the
correspondi ng instance of ifSpeed is greater than 20, 000, 000
bi ts/second. "
VARI ATl ON i f Packet Group
DESCRI PTI ON
"This group is mandatory for all network interfaces which
are packet-oriented."
VARl ATl ON i f HCPacket Gr oup
DESCRI PTI ON
“"This group is nmandatory only for those network interfaces
whi ch are packet-oriented and for which the value of the
correspondi ng instance of ifSpeed is greater than
650, 000, 000 bits/second."
VARl ATl ON i f Test G oup
DESCRI PTI ON
"This group is optional. Media-specific MBs which require
interface tests are strongly encouraged to use this group
for invoking tests and reporting results. A nediumspecific
M B whi ch has mandatory tests may nake inpl enentati on of
this group mandatory."”
VARl ATl ON i f RcvAddr essG oup
DESCRI PTI ON
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i f Conpl i

IF-M B

"The applicability of this group MJUST be defined by the
medi a- specific MBs. Media-specific MBs nust define the
exact nmeani ng, use, and senmantics of the addresses in this

group. "
OBJECT i fLi nkUpDownTr apEnabl e
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.”
OBJECT i f Prom scuoushMode
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.”
OBJECT i f StackSt at us
SYNTAX | NTEGER {
active(l) }
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required, and only one of the six
enuner ated val ues for the RowStatus textual convention need
be supported, specifically: active(l)."
OBJECT i f Adm nSt at us
SYNTAX | NTEGER {
up(1),
down(2) }
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required, nor is support for the value
testing(3)."

.6.1.2.1.31.2.2.1 -- =::={ ifConpliances 1 }

ance2 MODULE- COVPLI ANCE
STATUS depr ecat ed
DESCRI PTI ON
"A conpliance statenent defined in a previous version of
this MB nodule, for SNMP entities which have network
interfaces."
MODULE
MANDATORY- GROUPS {
i f General | nformati onG oup,
i fStackG oup2,
i f Count er Di sconti nui tyG oup

}
VARl ATl ON i fFi xedLengt hGr oup
DESCRI PTI ON
“"This group is mandatory for all network interfaces which
are character-oriented or transmt data in fixed-1ength
transm ssion units."
VARI ATI ON i f HCFi xedLengt hGr oup
DESCRI PTI ON
"This group is mandatory only for those network interfaces
whi ch are character-oriented or transnt data in fixed-
[ ength transmission units, and for which the value of the
correspondi ng i nstance of ifSpeed is greater than 20,000, 000
bits/second. "
VARl ATl ON i f Packet Group
DESCRI PTI ON
“"This group is mandatory for all network interfaces which
are packet-oriented."
VARI ATI ON i f HCPacket Gr oup
DESCRI PTI ON
"This group is mandatory only for those network interfaces
whi ch are packet-oriented and for which the value of the
correspondi ng instance of ifSpeed is greater than
650, 000, 000 bits/second."
VARI ATI ON i f RevAddr essGroup
DESCRI PTI ON
"The applicability of this group MJUST be defined by the
medi a- specific MBs. Media-specific MBs nust define the
exact nmeaning, use, and senmantics of the addresses in this
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group. "

OBJECT i fLi nkUpDownTr apEnabl e
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.”
OBJECT i f Prom scuoushMode
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required."
OBJECT i f StackSt at us
SYNTAX | NTEGER {
active(l) }
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required, and only one of the six
enuner ated val ues for the RowStatus textual convention need
be supported, specifically: active(1l)."

OBJECT i f Admi nSt at us
SYNTAX | NTEGER {
up(1).,
down(2) }
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required, nor is support for the val ue
testing(3)."
OBJECT ifAlias
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.”
1.3.6.1.2.1.31.2.2.2 -- ::={ ifConpliances 2}

Copyright (C) The Internet Society (2000). Al Rights Reserved.

Thi s docunment and translations of it nay be copied and furnished to
ot hers, and derivative works that comrent on or otherw se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process mnust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunment and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORVMATI ON
HEREI'N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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