SNVP- FRAMEWORK-M B DEFINI TIONS :: = BEG N

| MPORTS
MODULE- | DENTI TY,
OBJECT- TYPE
OBJECT- | DENTI TY,
snnphModul es

FROM SNWVPv2- SM

TEXTUAL- CONVENTI ON

FROM SNMPv2- TC

MODUL E- COVPLI ANCE
OBJECT- GROUP

FROM SNWVPv 2- CONF;

snnpFramewor kM B MODULE- | DENTI TY
LAST- UPDATED "9901190000Z" -- Jan 19, 1999 12: 00: 00 AM
ORGANI ZATI ON " SNVPv3 Wor ki ng Group”

CONTACT- | NFO

"WG EMai | : snmpv3@i s.com
Subscri be: mjordonmo@is. com
In nessage body: subscribe snnpv3
Chair: Russ Mundy
TI'S Labs at Network Associ ates
post al : 3060 Washi ngton Rd
@ enwood MD 21738
USA
EMai | : nmundy@i s. com
phone: +1 301-854-6889
Co- edi t or Dave Harrington
Cabl etron Systens, Inc.
post al : Post O fice Box 5005
Mai | St op: Durham
35 Industrial Wy
Rochester, NH 03867-5005
USA
EMai | : dbh@tron. com
phone: +1 603-337-7357
Co- edi t or Randy Presuhn
BMC Software, |nc.
post al : 965 Stewart Drive
Sunnyval e, CA 94086
USA
EMai | : randy_presuhn@nt. com
phone: +1 408-616-3100
Co-editor: Bert Wjnen
| BM T.J. Watson Research
post al : Schagen 33
3461 GL Linschoten
Net her | ands
EMai | : Wi j nen@net . i bm com
phone: +31 348-432-794
DESCRI PTI ON
"The SNWVP Managenent Architecture M B"
REVI SI ON "9901190000Z" -- Jan 19, 1999 12:00: 00 AM
DESCRI PTI ON

"Updated editors' addresses, fixed typos.
Publ i shed as RFC2571.

REVI SION "9711200000Z" -- Nov 20, 1997 12:00: 00 AM

DESCRI PTI ON
SNMWP- FRAVEWORK- M B

Page 1 of 8



"The initial version, published in RFC 2271.

--1.3.6.1.6.3.10 -- ::={ snnpMdules 10 }
-- Textual Conventions used in the SNVP Managenent Architecture ***

SnnpEngi nel D : :
STATUS

= TEXTUAL- CONVENTI ON

current

DESCRI PTI ON

SNMWP- FRAVEWORK- M B

"An SNVP engi ne's administratively-unique identifier.

ohjects of this type are for identification, not for
addressing, even though it is possible that an
address may have been used in the generation of

a specific val ue.

The value for this object may not be all zeros or
all "ff'"Hor the enpty (zero length) string.

The initial value for this object may be configured
via an operator console entry or via an algorithmc
function. In the latter case, the follow ng
exanpl e algorithmis recomended.

In cases where there are multiple engines on the
same system the use of this algorithmis NOT
appropriate, as it would result in all of those
engi nes ending up with the sanme |ID val ue.

1) The very first bit is used to indicate how the
rest of the data is conposed.

0 - as defined by enterprise using forner nethods
that existed before SNWPv3. See item 2 bel ow.

1 - as defined by this architecture, see item3
bel ow.

Note that this allows existing uses of the

engi nel D (al so known as Agent| D [ RFC1910]) to

co-exi st with any new uses.

2) The snnpEngi nel D has a length of 12 octets.

The first four octets are set to the binary

equi val ent of the agent's SNVP nmanagenent
private enterprise nunber as assigned by the

I nternet Assigned Numbers Authority (I ANA).

For exanple, if Acnme Networks has been assigned
{ enterprises 696 }, the first four octets would
be assigned ' 000002b8" H

The renmai ning ei ght octets are determ ned via
one or nore enterprise-specific nmethods. Such
nmet hods must be designed so as to maxim ze the
possibility that the value of this object wll
be unique in the agent's administrative domain
For exanple, it may be the | P address of the SNWP
entity, or the MAC address of one of the
interfaces, with each address suitably padded
with randomoctets. |If nultiple nmethods are
defined, then it is recommended that the first
octet indicate the nmethod being used and the
remai ni ng octets be a function of the nethod.

3) The length of the octet strings varies.

The first four octets are set to the binary
equi val ent of the agent's SNWVP managenent
private enterprise nunber as assigned by the
I nternet Assigned Nunbers Authority (I ANA).
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For exanple, if Acne Networks has been assi gned
{ enterprises 696 }, the first four octets would
be assi gned ' 000002b8"' H

The very first bit is set to 1. For exanple, the
above val ue for Acme Networks now changes to be
' 800002b8"' H

The fifth octet indicates how the rest (6th and
following octets) are formatted. The val ues for
the fifth octet are:

0 - reserved, unused.
1 - I Pv4 address (4 octets)
| owest non-special |P address
2 - I Pv6 address (16 octets)
| owest non-special |P address
3 - MAC address (6 octets)
| owest | EEE MAC address, canonica
or der
4 - Text, administratively assigned

Maxi mum r emai ni ng | ength 27

5 - Cctets, administratively assigned
Maxi mum remai ni ng | ength 27

6- 127 - reserved, unused

127-255 - as defined by the enterprise
Maxi mum remai ni ng | ength 27

SYNTAX OCTET STRING (SIZE (5..32))
SnnpSecurityMdel ::= TEXTUAL- CONVENTI ON

STATUS current

DESCRI PTI ON

SNMWP- FRAVEWORK- M B

"An identifier that uniquely identifies a
securityModel of the Security Subsystemw thin the
SNVP Managenent Architecture.

The val ues for securityModel are allocated as
fol |l ows:

- The zero value is reserved.

- Val ues between 1 and 255, inclusive, are reserved
for standards-track Security Mdels and are
managed by the Internet Assigned Nunbers Authority
(1 ANA) .

- Values greater than 255 are allocated to
enterprise-specific Security Mdels. An
enterprise-specific securityMdel value is defined
to be:

enterpriselD * 256 + security nodel within
enterprise

For exanple, the fourth Security Mdel defined by
the enterprise whose enterpriselDis 1 would be
260.

This schene for allocation of securityMde

val ues allows for a maxi mum of 255 standards-

based Security Mdels, and for a maxi num of

255 Security Model s per enterprise.
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It is believed that the assignment of new
securityMbdel values will be rare in practice
because the | arger the nunber of sinmultaneously
utilized Security Mdels, the larger the

chance that interoperability will suffer
Consequently, it is believed that such a range
will be sufficient. In the unlikely event that
the standards comittee finds this nunber to be
insufficient over tine, an enterprise nunber
can be allocated to obtain an additional 255
possi bl e val ues.

Note that the nost significant bit nust be zero;
hence, there are 23 bits allocated for various
organi zations to design and defi ne non-standard
securityMbdels. This Iimts the ability to

define new proprietary inplenmentations of Security
Model s to the first 8,388,608 enterprises.

It is worthwhile to note that, in its encoded

form the securityMddel value will normally
require only a single byte since, in practice,
the leftnmost bits will be zero for npbst nessages

and sign extension is suppressed by the encodi ng
rul es.

As of this witing, there are several val ues
of securityMdel defined for use with SNWP or
reserved for use with supporting M B objects.
They are as foll ows:

0 reserved for 'any'

1 reserved for SNWv1

2 reserved for SNWPv2c

3 User-Based Security Model (USM
SYNTAX | NTEGER (0. .2147483647)

SnnpMessagePr ocessi nghModel ::= TEXTUAL- CONVENTI ON

STATUS current
DESCRI PTI ON

SNMWP- FRAVEWORK- M B

"An identifier that uniquely identifies a Message
Processi ng Model of the Message Processing
Subsystem wi t hin a SNMP Managenent Architecture.
The val ues for nessageProcessi nghbdel are

al |l ocated as foll ows:

- Val ues between 0 and 255, inclusive, are
reserved for standards-track Message Processing
Model s and are nanaged by the Internet Assigned
Nurmbers Authority (1 ANA).

- Values greater than 255 are allocated to
enterprise-specific Message Processi ng Mdel s.
An enterprise nmessageProcessi nghbdel value is
defined to be:

enterpriselD * 256 +
nmessagePr ocessi nghbdel within enterprise

For exanple, the fourth Message Processing Mdde
defined by the enterprise whose enterpriselD
is 1 would be 260.

This schene for allocating nessageProcessi nghode
val ues allows for a maxi num of 255 standards-
based Message Processing Mdels, and for a

maxi mum of 255 Message Processing Model s per
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enterprise.

It is believed that the assignnent of new
nessagePr ocessi nghbdel values will be rare

in practice because the l[arger the nunber of

si mul taneously utilized Message Processi ng Model s,
the | arger the chance that interoperability
will suffer. It is believed that such a range
will be sufficient. In the unlikely event that
the standards comittee finds this nunber to be
insufficient over tine, an enterprise numnber
can be allocated to obtain an additional 256
possi bl e val ues.

Note that the nost significant bit nust be zero;
hence, there are 23 bits allocated for various
organi zations to design and define non-standard
nmessageProcessi nghbdels. This limts the ability
to define new proprietary inplenmentations of
Message Processing Models to the first 8,388,608
enterpri ses.

It is worthwhile to note that, in its encoded
form the nmessageProcessi ngvbdel value wll
normally require only a single byte since, in
practice, the leftnost bits will be zero for
nost nessages and sign extension is suppressed
by the encoding rules.

As of this witing, there are several val ues of
nmessagePr ocessi nghbdel defined for use with SNVP
They are as foll ows:

reserved for SNWPv1
reserved for SNWVPv2c
reserved for SNVPv2u and SNWPv2*
reserved for SNWPv3

WNEFO

SYNTAX | NTEGER (0. .2147483647)

SnnpSecuritylLevel ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"A Level of Security at which SNVP nessages can be
sent or with which operations are being processed;
in particular, one of:

noAut hNoPriv - w thout authentication and
wi t hout privacy,

aut hNoPri v - with authentication but
wi t hout privacy,
aut hPri v - with authentication and

with privacy.

These three values are ordered such that
noAut hNoPriv is | ess than aut hNoPriv and
aut hNoPriv is | ess than authPriv.

SYNTAX | NTEGER {
noAut hNoPri v( 1),
aut hNoPriv(2),
aut hPriv(3) }

SnnpAdmi nString ::= TEXTUAL- CONVENTI ON
DI SPLAY- HI NT "255a"
STATUS current
DESCRI PTI ON
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"An octet string containing adm nistrative
i nformati on, preferably in human-readable form

To facilitate internationalization, this
information is represented using the 1SO1EC
IS 10646-1 character set, encoded as an octet
string using the UTF-8 transformation fornat
described in [ RFC2279].

Since additional code points are added by
amendnents to the 10646 standard fromtinme
to time, inplenentations nmust be prepared to
encounter any code point from 0x00000000 to
Ox7fffffff. Byte sequences that do not
correspond to the valid UTF-8 encoding of a
code point or are outside this range are
prohi bi t ed.

The use of control codes shoul d be avoi ded.

When it is necessary to represent a new i ne,
the control code sequence CR LF shoul d be used.

The use of leading or trailing white space should
be avoi ded.

For code points not directly supported by user
interface hardware or software, an alternative
nmeans of entry and di splay, such as hexadeci nal,
may be provi ded.

For information encoded in 7-bit US-ASClI
the UTF-8 encoding is identical to the
US- ASCI | encodi ng.

UTF-8 may require nultiple bytes to represent a
singl e character / code point; thus the |length
of this object in octets may be different from

t he nunber of characters encoded. Simlarly,
size constraints refer to the nunber of encoded
octets, not the nunmber of characters represented
by an encodi ng.

Note that when this TC is used for an object that
is used or envisioned to be used as an index, then
a S| ZE restriction MIST be specified so that the
nunmber of sub-identifiers for any object instance
does not exceed the Iimt of 128, as defined by

[ RFC1905] .

Note that the size of an SnnpAdmi nString object is
neasured in octets, not characters.

SYNTAX OCTET STRI NG (Sl ZE (0. . 255))
R Adm nl Stratlve aSSIan«entS kkhkhkkhkhkkhkhkkhkdhkhkdhhdhhkhkhkkhkhkkhkdhhkddrdhrdhkhhkhkhhdhxd,xd,*x*

snnpFr amewor kAdm n OBJECT | DENTI FI ER
-- 1.3.6.1.6.3.10.1 -- ::={ snmpFramreworkM B 1 }

snnpFramewor kM BOhj ect s OBJECT | DENTI FI ER
--1.3.6.1.6.3.10.2 -- ::={ snnmpFrameworkM B 2 }

snipFr amewor kM BConf or nance OBJECT | DENTI FI ER
-- 1.3.6.1.6.3.10.3 -- ::={ snmpFramreworkM B 3 }

the Snn-pEngl ne Goup khkhkkhkhkhhkhkhhhhhhhhhhhhhhdhhhdhhhdhhhrhhrrhrrhrx*

snnpEngi ne OBJECT | DENTI FI ER
--1.3.6.1.6.3.10.2.1 -- ::={ snnpFramewor kM BCbj ects 1 }

SNMWP- FRAVEWORK- M B
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snnpEngi nel D OBJECT- TYPE

SYNTAX SnnpEngi nel D
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"An SNVP engine's adm ni stratively-unique identifier.

--1.3.6.1.6.3.10.2.1.1 -- ::={ snnmpEngine 1}
snnpEngi neBoot s OBJECT- TYPE
SYNTAX | NTEGER (1..2147483647)
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of tinmes that the SNMP engi ne has
(re-)initialized itself since snnmpEngi nel D
was | ast configured.

--1.3.6.1.6.3.10.2.1.2 -- ::={ snnpEngine 2}
snnpEngi neTi me OBJECT- TYPE
SYNTAX | NTEGER (0..2147483647)
UNI TS "seconds"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of seconds since the val ue of

t he snnpEngi neBoots obj ect | ast changed.
When incrementing this object's val ue woul d
cause it to exceed its nmaxinum

snnpEngi neBoots is increnented as if a
re-initialization had occurred, and this

obj ect's val ue consequently reverts to zero.

--1.3.6.1.6.3.10.2.1.3 -- ::={ snnpEngine 3}
snmpEngi neMaxMessageSi ze OBJECT- TYPE
SYNTAX | NTEGER (484..2147483647)
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The maxi mumlength in octets of an SNWP nessage

whi ch this SNWP engi ne can send or receive and
process, determned as the mninum of the maxi mum
nmessage si ze val ues supported anong all of the
transports available to and supported by the engine.

-- 1.3.6.1.6.3.10.2.1.4 -- ::={ snnmpEngine 4}
-- Registration Points for Authentication and Privacy Protocols **

snnpAut hPr ot ocol s OBJECT- | DENTI TY
STATUS current
DESCRI PTI ON
"Regi stration point for standards-track
aut hentication protocols used in SNVWP Managenent
Fr amewor ks.

-- 1.3.6.1.6.3.10.1.1 -- ::={ snnpFranewor kAdmn 1 }
snmpPri vProt ocol s OBJECT- | DENTI TY
STATUS current
DESCRI PTI ON

SNMWP- FRAVEWORK- M B
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"Regi stration point for standards-track privacy
protocol s used in SNVP Managemnent FrameworKks.

--1.3.6.1.6.3.10.1.2 -- ::={ snnmpFramewor kAdnmn 2 }
R C‘anorn«ance Inforn-atlon kkkkkhkkhkhkhkhkkhkkhkkhkhhhkhkhkhkkhhkhhk k khkhkkkkkhk k k khkkkk*%

snnpFr amewor kM BConpl i ances OBJECT | DENTI FI ER
--1.3.6.1.6.3.10.3.1 -- ::={ snnpFranmewor kM BConf or rance 1 }

snnpFr amewor kM BGr oups OBJECT | DENTI FI ER
-- 1.3.6.1.6.3.10.3.2 -- ::={ snnpFranewor kM BConf or mance 2 }
-- conpliance statenents

snnpFr amewor kM BConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenment for SNMP engi nes which
i npl enent the SNMP Managenent Framework M B.

MODULE
MANDATCORY- GROUPS {
snmpEngi neGr oup

}
--1.3.6.1.6.3.10.3.1.1 -- ::={ snnpFranewor kM BConpl i ances 1 }
-- units of conformance

snnpEngi neG oup OBJECT- GROUP
OBJECTS {
snnpEngi nel D,
snnpEngi neBoot s,
snnpEngi neTi e,
snmpEngi neMaxMessageSi ze

}

STATUS current

DESCRI PTI ON
"A collection of objects for identifying and
determ ning the configuration and current tinmeliness
val ues of an SNWP engi ne.

-- 1.3.6.1.6.3.10.3.2.1 -- ::={ snnpFramewor kM BG oups 1 }

END
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